This paper investigates the fundamental issues of mode selection and spectrum partition in cellular networks with in-band device-to-device (D2D) communication from the physicallayer security (PLS) perspective. We consider a mode selection scheme allowing each D2D pair to probabilistically switch between the underlay and overlay modes, and also a spectrum partition scheme where the system spectrum is orthogonally partitioned between cellular and overlay D2D communications. We first develop a general theoretical framework to model the secrecy outage and secrecy capacity performance of cellular users as well as the outage and capacity performance of D2D pairs. Optimization problems are also solved to identify the optimal mode selection and spectrum partition for secrecy capacity maximization and secrecy outage probability minimization. A case study is then provided to demonstrate the application of our theoretical framework for performance modeling and optimization, and also to illustrate the impacts of mode selection and spectrum partition on the PLS performances of in-band D2D communications.
various proximity-based services such as social networking, content sharing, multi-player gaming [2] [3] [4] .
The D2D communication can be classified into inband D2D on cellular spectrum and outband D2D on unlicensed spectrum (e.g., Bluetooth [5] and WiFi Direct [6] ). This paper focuses on the inband D2D, which improves the overall spectrum efficiency compared to the outband one [3] , [4] . In the inband D2D, a potential D2D pair can operate either in cellular mode relaying their messages through the base station or in D2D mode communicating directly. The D2D mode can be further divided into overlay D2D using dedicated spectrum resources and underlay D2D reusing the spectrum resources of cellular users (CUEs). As a result, two fundamental and interrelated issues arise in cellular networks with inband D2D communication. The first one is mode selection, i.e., the process of determining which mode each D2D pair should operate in, and the second one is spectrum partition, i.e., how to partition the system spectrum between cellular and overlay D2D communications. These two issues have been proven to play vitally important roles in improving network spectrum efficiency and utilization (see [2] , [4] and the references therein). This paper jointly considers these two issues in cellular networks with inband D2D communication.
In particular, we aim to investigate the optimal mode selection and spectrum partition there from the physical layer security perspective.
Physical layer security (PLS), which exploits the inherent randomness of wireless channels and noise to provide a strong form of security guarantee, has been identified as a highly promising security approach for 5G cellular communications [7] , [8] . One typical PLS technique is cooperative jamming, which utilizes the artificial noise from helping nodes (also known as friendly jammers) to create a relatively better legitimate channel than the eavesdropping channel [9] [10] [11] [12] [13] . In cellular networks with inband D2D communication, underlay D2D pairs are allowed to reuse the spectrum resource of CUEs, causing interference to CUEs. Such interference is conventionally regarded as an obstacle that degrades the cellular performances and hinders the application of D2D communication in 5G cellular systems [14] [15] [16] . However, from the PLS perspective, the interference from underlay D2D pairs can play the similar role as the artificial noise in cooperative jamming to protect cellular communications from being intercepted by eavesdroppers.
Motivated by this observation, extensive research efforts have been devoted to the study of inband D2D communication from the PLS perspective, such as security-oriented resource sharing between underlay D2D pairs and CUEs [17] [18] [19] [20] [21] [22] [23] [24] , PLS performance evaluation of D2D underlaying cellular networks [25] [26] [27] [28] , security-constrained interference management [29] . These works demonstrate the potentials of inband D2D communication in enhancing the PLS performances of cellular networks, but the fundamental mode selection and spectrum partition issues were largely ignored therein. Actually, these two issues have significant impacts on the system PLS performances. For example, different settings of mode selection lead to different densities of underlay D2D pairs (i.e., jammers) and different settings of spectrum partition result in different amount of spectrum available to CUEs and overlay D2D pairs, which greatly affects the PLS performances of CUEs and D2D pairs. However, these impacts remain largely unexplored due to the lack of a joint study on the mode selection and spectrum partition issues from the PLS perspective. Although there have been joint studies on these two issues in [30] [31] [32] [33] [34] [35] [36] with the objective of maximizing the system overall rate or energy efficiency (Please refer to Section II for related works), the security issue was not considered therein. Consequently, their results cannot be readily applied to model and optimize the system PLS performances. Therefore, a new and dedicated research is deserved to investigate the impacts of mode selection and spectrum partition on the PLS performances of cellular networks with inband D2D communication, and to further determine the optimal mode selection and spectrum partition settings from the PLS perspective.
To address this issue, this paper develops a general theoretical framework to model both the PLS performances of CUEs and reliable communication performances of D2D pairs, and to identify the optimal mode selection and spectrum partition for performance optimization. To the best of our knowledge, this is the first work that jointly studies the mode selection and spectrum partition issues from the PLS perspective. This paper considers a cellular network with one base station, multiple D2D pairs and multiple CUEs whose transmissions are overheard by an eavesdropper. We adopt the probabilistic mode selection scheme and orthogonal spectrum partition scheme. In the probabilistic mode selection scheme, each D2D pair independently selects to operate in either the underlay mode or overlay mode with certain probability. In the orthogonal spectrum partition scheme, the system spectrum is divided into two fractions, one fraction equally shared among the CUEs and the other equally shared among the overlay D2D pairs. The underlay D2D pairs reuse the spectrum of the CUEs and simultaneously act as friendly jammers to protect the cellular communications. The main contributions are summarized as follows.
• For the considered network scenario under the probabilistic mode selection and orthogonal spectrum partition schemes, we derive the theoretical models for the secrecy outage probability (SOP) and average secrecy capacity (ASC) of the CUEs as well as the outage probability (OP) and average capacity (AC) of the D2D pairs.
• With the help of above theoretical models, we solve two optimization problems to identify the optimal mode selection probabilities and spectrum partition factors. The first problem is to maximize a weighted proportional fair function in terms of the sum ASC of CUEs and the sum AC of D2D pairs, and the second one is to minimize a weighted proportional fair function in terms of the sum SOP of CUEs and the sum OP of D2D pairs. • A case study under the scenario with one CUE and one D2D pair is provided to demonstrate the application of our theoretical framework for performance modeling and optimization. Numerical results for the case study are further presented to illustrate the impacts of mode selection probability and spectrum partition factor on the system performances. The remainder of the paper is organized as follows. Section II presents the related works and Section III introduces the system model, mode selection/spectrum partition scheme, and performance metrics in this paper. Section IV presents our theoretical framework for performance modeling and optimization. Section V provides the case study to illustrate the application of our theoretical framework. Numerical results and the corresponding discussions are presented in Section VI. Finally, Section VII concludes this paper. A summary of the abbreviations and notations used in this paper is given in Table I .
II. RELATED WORK
For the inband D2D-enabled cellular networks, available works on the joint study of mode selection and spectrum partition issues without the consideration of security can be roughly classified into two categories based on the adopted mode selection schemes. In the first category, mode selection is performed between cellular and overlay D2D modes, while in the second category mode selection is performed among cellular, overlay D2D and underlay D2D modes simultaneously.
Regarding the works in the first category, Ye et al. [30] investigated the optimal probabilistic mode selection and orthogonal spectrum partition to jointly maximize the total rate of potential D2D pairs and CUEs per unit area in a cellular network, where CUEs, potential D2D pairs and base stations are distributed according to Poisson Point Processes (PPPs). Based on the same orthogonal spectrum partition scheme in [30] and a new D2D distance-based mode selection scheme, Lin et al. [31] studied the optimal D2D distance threshold and spectrum partition factor to maximize a weighted proportional fair function in terms of the average rates of potential D2D pairs and CUEs. Later, Afzal et al. [32] extended [31] by considering a more practical path loss model and studied the cellular and D2D coverage probabilities as well as the average network throughput. Chun et al. [33] also extended [31] by adopting two generalized fading models and evaluated the spectrum efficiency and outage probability performances of potential D2D pairs and CUEs, respectively.
Regarding the works in the second category, Zhu and Hossain [34] proposed a dynamic Stackelberg game framework to identify the optimal mode selection and orthogonal spectrum partition in a finite cellular network, where potential D2D pairs and CUEs are distributed according to PPPs. For a two-tier cellular network with a potential D2D pair, a macro base station and a femto access point, Huang et al. [35] proposed a mode selection scheme based on the D2D distance, received interference of the D2D pair and the availability of orthogonal spectrum resource. They also explored the optimal spectrum partition issues under both the overlay and cellular D2D modes. Different from [30] [31] [32] [33] [34] [35] , which explored the mode selection and spectrum partition issues from the perspective of sum rate maximization, Feng et al. [36] investigated the optimal mode selection and spectrum partition to maximize the overall energy efficiency in a network with one base station, one CUE and one potential D2D pair.
It is notable that this paper differs from the above works by jointly investigating the mode selection and spectrum partition issues from the PLS perspective. In addition, this paper also differs from the above works in other aspects. First, this paper considers the mode selection between underlay and overlay D2D modes, different from those in the above works. Second, this paper conducts performance optimization in terms of not only network throughput but also outage probability, while the above works only consider that from the perspective of network throughput or energy efficiency. Third, this paper presents different and comprehensive theoretical analysis based on an arbitrary node location model, while the above works either provide no theoretical analysis [35] , [36] or conduct analysis by assuming a PPP node location model in order to use some well-established results [30] [31] [32] [33] .
III. PRELIMINARIES

A. System Model
As illustrated in Fig. 1 , we consider a cellular network consisting of one base station B, one eavesdropper E, n cellular users (CUEs) A = {A 1 , A 2 , · · · , A n } and m D2D pairs D = {D 1 , D 2 , · · · , D m }. We assume that suitable inter-cell interference coordination schemes have been applied such that the inter-cell interference is negligible. Similar assumptions can also be found in previous works, like [20] and [35] , and the consideration of inter-cell interference is left to future work. We focus on the uplink transmissions of CUEs, 1 as sharing the uplink resource with D2D pairs offers several benefits like improved spectrum utilization and better interference management [37] . We use D t j and D r j to denote the transmitter and receiver of the j-th D2D pair, respectively. We assume that the eavesdropper E overhears the transmissions of all CUEs 2 and only its statistical channel state information (CSI) is known. Each node has a single omnidirectional antenna, and the CUE A i (i ∈ {1, 2, · · · , n}) and D2D transmitter D t j (j ∈ 1, 2, · · · , m) transmit with power P Ai and P D t j , respectively. To reduce the interference from D2D transmitters to the cellular communications, we assume that the transmit powers of D2D transmitters are constrained by a threshold P th D . We consider a time-slotted system and a quasi-static Rayleigh fading channel model where each channel remains static for one slot but changes randomly and independently from slot to slot. The channel coefficient between nodes i and j is denoted as h i,j , which is modeled as a complex zero mean Gaussian random variable with variance
where α is the path-loss exponent and d i,j is the Euclidean distance between i and j. Thus, the corresponding channel gain |h i,j | 2 is an exponentially distributed random variable with mean d −α i,j . In addition, all wireless channels are impaired by additive white Gaussian noise with variance σ 2 . We assume that the available system spectrum has a total bandwidth of W MHz. Without loss of generality, we assume W = 1 throughout this paper.
B. Mode Selection and Spectrum Partition
This paper considers two communication modes for D2D pairs, i.e., overlay mode where D2D pairs use dedicated spectrum resource, and underlay mode where D2D pairs reuse the spectrum resource of CUEs. We consider a probabilistic mode selection scheme where each D2D pair independently and randomly selects to operate in the underlay mode with probability p (and thus in the overlay mode with probability 1 − p) in each time slot. We use D u and D o to represent the set of D2D pairs operating in the underlay mode and in the overlay mode, respectively. We adopt the orthogonal spectrum partition scheme, which partitions the system spectrum into two fractions: a fraction β of the spectrum is orthogonally and equally shared among the CUEs and the remaining fraction is orthogonally and equally shared among the overlay D2D pairs in D o . 3 The underlay D2D pairs in D u reuse the spectrum resource allocated to the CUEs and simultaneously act as friendly jammers to protect the CUEs from the eavesdropping attack of the eavesdropper E. We assume that each underlay D2D pair in D u is allowed to independently and randomly reuse the resource of only one CUE with equal probability 1/n. Remark 1: Note that spectrum reuse also has significant impacts on the system performances. The spectrum reuse scheme in this paper results in a many-to-one reuse pattern, where the spectrum of each CUE is reused by multiple D2D pairs while each D2D pair is allowed to reuse the spectrum of one and only one CUE. To fully investigate the impacts of spectrum reuse on the performances of CUEs and D2D pairs, in our future work, we will consider more practical and complex spectrum reuse schemes that can cover many reuse patterns (e.g., many-to-one, one-to-many, many-to-many).
C. Performance Metrics
Consider the uplink transmission of the i-th CUE A i , the instantaneous signal-to-interference-plus-noise ratio (SINR) at the base station B and eavesdropper E are given by
where D i u ⊆ D u denotes the set of D2D pairs reusing the spectrum of A i ,
According to [7] and [8] , the instantaneous secrecy capacity C i s of CUE A i is determined as
where [x] + = max{x, 0} and log is to the base of 2.
To model the security performance of CUE A i , we adopt the metric of secrecy outage probability (SOP) to characterize the probability that the instantaneous secrecy capacity of A i falls below a target secrecy rate r s . Formally, we formulate the SOP P i so of CUE A i as
where P(·) represents the probability operator. We also adopt the metric of average secrecy capacity (ASC) to depict the expected maximum achievable secrecy rate of A i , which is denoted as C i s and given by
where E[·] represents the expectation operator. For the j-th D2D pair D j , when it operates in the underlay mode and reuses the spectrum of CUE A i , the instantaneous SINR from its transmitter D t j to its receiver D r j is given by
where
j denotes the interference at D r j . Thus, the instantaneous capacity R j, i u of D j in the underlay mode is given by
When D j operates in the overlay mode, it orthogonally and equally shares the allocated spectrum with other overlay D2D pairs in D o , so no interference from other D2D pairs will exist during its transmission. The instantaneous capacity R j o of D j in the overlay mode is given by
To model the performance of D2D pair D j , we adopt the metric of outage probability (OP), which is defined as the probability that the instantaneous capacity of D j falls below a target rate r t . Formally, we formulate the OP P j o of D2D pair D j as
where P(R j, i u < r t ) denotes the OP when D j operates in the underlay mode and reuses the resource of CUE A i , and P(R j o < r t ) denotes the OP when D j operates in the overlay mode. To characterize the expected maximum achievable rate of D j , we adopt the metric of average capacity (AC), which is denoted as R j and given by
) denotes the AC when D j operates in the underlay mode and reuses the resource of CUE A i (resp. operates in the overlay mode).
IV. PERFORMANCE MODELING AND OPTIMIZATION
This section presents our general theoretical framework for the performance modeling and optimization. In this framework, we first derive theoretical models for the SOP and ASC of CUEs as well as the OP and AC of D2D pairs. Based on the theoretical models, we then study the optimal settings of mode selection probability and spectrum partition factor.
A. SOP and ASC of CUEs
One of the key steps in the analysis is to determine the probability density functions (PDFs) of I B and I E . We can see that both I B and I E are the sums of a random number of independent random variables and their PDFs vary with different realizations of D i u . We use D u to denote a particular realization of D i u . It is easy to see that D u ∈ 2 D , where 2 D denotes the power set of D. We use f i Du (x) and g i Du (x) to denote the PDFs of I B and I E for a particular D u , respectively. For a given D u , I B and I E are the sum of |D u | independent random variables. We assume that
Thus, according to [38] , the analytical expressions of f i Du (x) and g i Du (x) can be given by
Before giving the main results, we define a function Ψ(
t dt denotes the exponential integral, and give the following lemma.
Lemma 1: For x > 0, Ψ(x) is an increasing function of x and Ψ(x) < 0, while xΨ(x) is a decreasing function of x.
Proof: The idea of proving the monotonicity of Ψ(x) and xΨ(x) is to first take their derivatives and then use the fact
we apply the L'Hopital's rule to show that lim x→∞ Ψ(x) = 0. The proof details are omitted due to space limitation. Next, we introduce three basic integrals frequently used in the proofs of this paper in the following lemma.
Lemma 2: For a, b, c > 0, we have
Integral 3 :
Proof: Integral 1 follows after substituting t = a(x + b) and then applying the definition of the function Ei. To prove Integral 2, we first apply the rule of integration by parts to obtain
Applying Integral 1 and using the fact that lim x−>∞ Ei(−x) = 0 yields Integral 2). Integral 3 follows from Integral 2 by replacing Ψ(ax + b) with e ax+b Ei(−(ax + b)).
Based on the PDFs in (11) and (12) as well as Lemma 1 and 2, we can give the main results of the SOP and ASC of CUE A i in the following theorem.
Theorem 1: Consider the network scenario as shown in Fig. 1 with one base station, n CUEs, m D2D pairs and one eavesdropper, the SOP of CUE A i (i ∈ {1, 2, · · · , n}) under the mode selection and spectrum partition schemes introduced in Section III-B is given by
where ε = p n (resp. ϑ = p 1 − 1 n ) denotes the probability that an underlay D2D pair reuses the resource of CUE A i (resp. other CUEs), and
. The ASC of A i is given by
is given by (18) at the top of next page.
Proof: See Appendix A.
B. OP and AC of D2D Pairs
This subsection provides the general expressions for the OP and AC of a D2D pair D j (j ∈ {1, 2, · · · , m}). We need to determine the PDF of I i D r j , which varies with the realizations
Based on h j D j u (x), we give the following theorem regarding the OP and AC of D2D pair D j .
Theorem 2: Consider the network scenario as shown in Fig. 1 with one base station, n CUEs, m D2D pairs and one eavesdropper, the OP of D2D pair D j (j ∈ {1, 2, · · · , m}) under the mode selection and spectrum partition schemes introduced in Section III-B is given by
The AC of D2D pair D j is given by
Proof: See Appendix B. It can be seen that the performances of the CUE A i and D2D pair D j are closely related to the interference from D2D transmitters. In some situations, the explicit relationship between the performances and the expected interference may be of great interest. Thus, we give the following proposition to provide approximated expressions for the SOP of CUE A i and the OP of D2D pair D j in terms of the mean and variance of I B , I E and I i D r j . Proposition 1: The SOP of CUE A i and the OP of D2D pair D j can be approximated by
denote the mean (resp. variance) of I B , I E and
for a ∈ {B, E} and
Proof: The basic idea is to approximate the expectation of functions in terms of I B , I E and I i D r j involved in the derivation using the second-order Taylor expansion of the functions. Notice that the ASC of A i and AC of D j can also be approximated following the same approach. The proof is omitted due to space limitation.
C. Performance Optimization
Based on the results in Theorems 1 and 2, this subsection investigates the optimal settings of mode selection probability and spectrum partition factor. In general, optimization problems in D2D-enabled cellular networks need to consider the fairness between the performances of CUEs and D2D pairs. To do this, we adopt the following weighted proportional fair function [31] 
where w c > 0 and w d > 0 are weight factors such that w c + w d = 1, and U c and U d represent the utilities of CUEs and D2D pairs, respectively. The adoption of the U function is inspired by the proportional fairness scheduling schemes, which are widely used in not only traditional but also D2D-enhanced cellular networks to achieve high network throughput while ensuring certain fairness among competing participants [40] , [41] . In general, the performance of cellular transmission should have a higher priority than that of D2D transmission, which can be ensured by letting w c > w d . We first explore the optimal settings from the perspective of sum rate maximization, for which we consider the following optimization problem (referred to as Problem P1)
where p * 1 and β * 1 denote the optimal values of mode selection probability and spectrum partition factor for Problem P1, respectively. We use * to denote the optimal value of a parameter throughout this paper. To make this problem more explicit, we rewrite C i s as
Notice that ε > 0, 1 − ε > ϑ > 0 and Λ i (D u ) > 0, so we have a i > 0 and b i > 0. We also rewrite R j as
It is easy to see that
so we have u j > 0, v j > 0 and s j < 0. From (30) and (33), we can see that both C i s and R j are linear functions of β. Based on this property, we are now ready to give the following lemma regarding the optimal spectrum partition factor β * 1 of Problem P1.
Lemma 3: The optimal spectrum partition factor β * 1 for Problem P1 is given by
In particular, lim p→0 β * 1 = w c . Proof: We first take the derivative of U with respect to β, which is given by
Recall that a i > 0, b i > 0, u j > 0, v j > 0 and s j < 0, so we have
We can see that the monotonicity of U depends on the sign of m j=1 (u j + s j ). If m j=1 (u j + s j ) ≥ 0, we have ∂U ∂β > 0 and U is increasing with β. Thus, the optimal β is β *
We can see that ∂U ∂β < 0 for β > β and ∂U ∂β > 0 for β < β . Thus, the optimal β is β * 1 = min [β ] + , 1 . In particular, as p → 0, we have a i → 0, v j → 0, u j → 0 and thus β * 1 → w c . From Lemma 3, we can see that as p → 0, i.e., no D2D pair chooses the underlay mode, the β * 1 converges to w c , which is the weight assigned to the utility of CUEs. It is notable that β * 1 is a function of p. Substituting β * 1 back into (41) reduces U to a function of only p. Thus, the optimal p * 1 can be found efficiently, which in turn determines the value of β * 1 . It is notable that the performance of the maximum sum rate has been investigated by many researchers in the study of D2D mode selection and spectrum partition without considering the security issues [31] , [35] . For comprehensive performance evaluation, this paper also solves the following sum rate maximization problem.
Since both C i s and R j are linear functions of β, the optimal β * 1 can be eitherβ * 1 = 0 orβ * 1 = 1. Taking the derivative of the objective function, we can find thatβ * 1 = 1, if 1 n n i=1 a i + m j=1 (u j +s j ) > 0. Otherwise,β * 1 = 0. Similar to the solution of Problem P1, substituting theβ * 1 back to the objective function, we obtain a function of only p. After maximizing this function with respect to p, we can find thep * 1 and thus the maximum sum rate.
Remark 2: To compare the performances of the mode selection and spectrum partition schemes in this paper with those of other schemes, we will investigate the performances of the schemes in [31] and [35] in terms of the maximal sum rate in our future work.
Next, we explore the optimal settings of mode selection probability and spectrum partition factor from the perspective of outage probability minimization. For this purpose, we consider the following optimization problem (referred to as Problem P2)
where p * 2 and β * 2 denote the optimal values of mode selection probability and spectrum partition factor for Problem P2, respectively. From the expressions of P i so and P j o , we can see that closed-form solutions for p * 2 and β * 2 are usually difficult to obtain, so a two-dimensional search over (p, β) can be used to find the p * 2 and β * 2 .
V. CASE STUDY
In this section, we provide a case study to illustrate the application of our theoretical framework. We consider a simple system with one CUE A and one D2D pair D (i.e., n = 1 and m = 1). Similar systems have been considered in [36] , [43] , and [44] .
A. Performance Modeling
Based on Theorem 1, we provide the analytical expressions for the SOP and ASC of CUE A in the following corollary.
Corollary 1: For the case with one base station B, one eavesdropper E, one CUE A and one D2D pair D, the SOP P so of A is given by
where τ = 2 rs −1 γA,B , κ = and η = τ + 1
. The ASC C s of CUE A is given by
.
(45)
Proof: The results follow directly from (19) and (20) in Theorem 1, by letting n = 1, m = 1, ϑ = 0, ε = p and D = {D}.
Next, we give the following corollary regarding the analytical expressions for the OP and AC of D2D pair D.
Corollary 2: For the case with one base station B, one eavesdropper E, one CUE A and one D2D pair D, the OP P o of D is given by
The results follow from (22) and (24) in Theorem 2, by letting n = 1, m = 1, ϑ = 0, ε = p and D d = ∅.
B. Optimal Mode Selection and Spectrum Partition
Based on the results in Corollaries 1 and 2, we proceed to find the optimal mode selection probability and spectrum partition factor. We first consider Problem P1, which is reduced to
where C s and R are given in (44) and (47), respectively. By applying Lemma 3, we can determine the p * 1 and β * 1 in the following lemma.
Lemma 4: For the considered case, the p * 1 and β * 1 are given as follows: 3) for μ + ν ≤ 1, (p * 1 , β * 1 ) = (0, w c ). Proof: See Appendix C. Notice that the μ (resp. ν) in Lemma 4 is the ratio of the ASC for CUE A (resp. the AC for D2D pair D) when D operates in the underlay mode to that when D operates in the overlay mode with full spectrum usage, i.e, β = 1 (resp. β = 0).
We can interpret μ and ν as the lower bounds on the underlay rate gains of the CUE and the D2D pair, and their reciprocals 1/μ and 1/ν as the upper bound on overlay rate gains. From cases 1) and 2), we can see that when μ + ν is greater than 1, to achieve the optimal system rate performance, on the one hand, the D2D pair is encouraged to reuse the spectrum resource of the CUE with a certain probability. On the other hand, when the D2D pair chooses the overlay mode, the base station allocates all its spectrum resource to the D2D pair (i.e., β * 1 = 0) if w c /μ < w d /ν; otherwise, the base station allocates all its spectrum to the CUE (i.e., β * 1 = 1). From case 3), we can see that when μ + ν is less than 1, to optimize the optimal system rate performance, the base station disables the spectrum reuse between the CUE and the D2D pair, and sets the spectrum partition factor as the weight assigned to the utility of the CUE. Special attention needs to be paid to the optimal solutions with p * 1 = 1. In this case, the D2D pair chooses the underlay mode, i.e., reuses the spectrum of the CUE, with probability one, and the CUE occupies the whole spectrum according to the spectrum partition scheme. In other words, spectrum partition is not required when there exist no D2D pairs choosing the overlay mode. As a result, the utility function U in this situation is independent of β, so β * 1 can be any value in [0, 1].
For the sum rate optimization problemP1, we have the following results. 0) ; otherwise, (p * 1 ,β * 1 ) = (0, 0). According to the spectrum partition scheme in Section III-B, the results of (p * 1 ,β * 1 ) = (1, 1) and (p * 1 ,β * 1 ) = (1, 0) correspond to the same case where the D2D pair chooses the underlay mode and shares the whole spectrum with the CUE. The result (p * 1 ,β * 1 ) = (0, 1) (resp. (p * 1 ,β * 1 ) = (0, 0)) corresponds to the case where the D2D pair chooses the overlay mode and obtains no (resp. the whole) spectrum resource.
Next, we consider Problem P2, which is reduced to
where P so and P o are given by (42) and (46), respectively. According to the discussions in Section IV-C, a twodimensional search over (p, β) is usually required to find the p * 2 and β * 2 . However, for this simple case, we find that p * 2 is either p * 2 = 0 or p * 2 = 1 due to the convexity of the objective function in terms of p. This convexity allows us to solve Problem P2 in a way different from that solving Problem P1. Before giving the main results, we first define two functions in terms of β, i.e.,μ(β) = (1 − Θ(∅, β))/(1 − Θ(D, 1)) and Ω(∅, 1) ). In addition, we define a set = {β|μ(β) wcν (β) w d < 1}. With the help of these definitions, we can give the following lemma about p * 2 and β * 2 .
Lemma 5: For the considered case, the p * 2 and β * 2 are given by (p * 2 , β * 2 ) = (0,β 2 ), wherê
(50) if = ∅, otherwise p * 2 = 1 and β * 2 can be any value in [0, 1]. Proof: We first take the second partial derivative of the objective function with respect to p, which is,
We can see that the objective function is a convex function of p. Thus, the maximum can only be achieved at either p = 0 or p = 1. For β ∈ , we have −U p=0 > −U p=1 and the optimal p is p * 2 = 0. The optimal β in this case is given by β * 2 =β 2 . For β / ∈ , the optimal p is p * 2 = 1. The optimal β can be any β in the complement of , as the objective function is independent of β for p = 1. If = ∅, we have −U p=0,β=β2 > −U p=1,β=β2 = −U p=1,β / ∈ , and thus β * 2 =β 2 and p * 2 = 0. Otherwise, p * 2 = 1 and β * 2 can be any value in [0, 1].
Notice that theμ(β) (resp.ν(β)) in Lemma 5 is the ratio of the SOP for CUE A (resp. the OP for D2D pair D) when D operates in the overlay mode to that when D operates in the underlay mode with a fixed β. Thus, theμ(β) (resp.ν(β)) can be interpreted as the underlay security gain of the CUE (resp. the underlay reliability gain of the D2D pair), and its reciprocal 1/μ(β) (resp. 1/ν(β)) as the corresponding overlay gains. We can see from Lemma 5 that if there exists at least one spectrum partition factor β such thatμ wc (β)ν w d (β) < 1, the optimal mode selection probability is p * 2 = 0. In this case, the D2D pair should choose the overlay mode to minimize the system outage probability.
VI. NUMERICAL RESULTS FOR CASE STUDY
In this section, we first provide simulation results to validate the analytical expressions of SOP, ASC, OP and AC for the case study. We then explore how these performances vary with the mode selection probability p, spectrum partition factor β and other system settings. Finally, we demonstrate the feasibility of our approach to find the optimal mode selection probabilities and spectrum partition factors.
A. Simulation Settings and Model Validation
We developed a dedicated simulator in C++ for the case study to simulate the message transmission processes of both the CUE and D2D pair, which is now available at [44] . We consider an isolated cellular cell with a radius of 500 m. The base station B is located at (0 m, 0 m). The simulation parameters are summarized in Table II . To verify the accuracy of our theoretical analysis, we compare the simulated and theoretical values of the SOP, ASC, OP and AC. Each simulated value is calculated as the average value of 10 3 batches of simulation results. In each batch, 10 6 random and independent simulations are conducted and the corresponding (100 m, 100 m) , rs = 0.1 Mbits/s, p = 0.5, β = 0.5, SIMULATED/THEORETICAL SOP (resp. OP) is calculated as the ratio of the number of simulations with secrecy outage (resp. outage) to the total number of simulations 10 6 . Similarly, the ASC and AC in each patch are calculated as the average value of the ASC and AC of 10 6 simulations, respectively.
For the validation of SOP and ASC, we place the CUE A at (100 m, 100 m) and set the target secrecy rate as r s = 0.1 Mbits/s, the mode selection probability as p = 0.5 and the spectrum partition factor as β = 0.5. We consider three different cases of the location of the eavesdropper E, i.e., (0 m, 100 m), (0 m, 200 m) and (0 m, 300 m). For each case, three different locations of the D2D transmitter D t have been considered. The simulated and theoretical values are summarized in Table III . For the validation of OP and AC, we place A at (100 m, 100 m) and set p = 0.5, β = 0.5 and the target rate as r t = 0.5 Mbits/s. We consider three different cases of the location of D t , i.e., (100 m, 0 m), (200 m, 0 m) and (300 m, 0 m). For each case, three different locations of the D2D receiver D r have been examined. The simulated and theoretical values are summarized in Table IV . We can see from Table III and Table IV that the simulated values match proficiently with the theoretical ones, 4 which indicates that our theoretical framework is efficient to model the SOP and ASC of CUEs as well as the OP and AC of D2D pairs under the considered mode selection and spectrum partition schemes. 
B. Performance Evaluation
We now investigate how the mode selection probability p, spectrum partition factor β and the location of the D2D transmitter D t affect the SOP and ASC performances of the CUE A. We consider a scenario where A (resp. E) is located at (100 m, 100 m) (resp. (0 m, 200 m)). We fix the x coordinate of D t as 0 m and show in Fig. 2 how the SOP and ASC of the CUE vary with the y coordinate of D t under different settings of β for r s = 0.1 Mbits/s. We can see from Fig. 2a that the SOP decreases as y increases. This implies that a larger ratio of the distances
) can achieve a lower SOP. We can also see from Fig. 2a that the SOP always decreases as β increases for a given p and location of D t , while this is not the case for the behavior of SOP versus p, as can be seen from Fig. 2b . For example, as p increases, the SOP increases for the case of y = 50, β = 0.1, while decreasing for the case of y = 150, β = 0.1. This is because that, as can be seen from (42) , the condition for SOP decreasing as p increases isμ(β) > 1, i.e., the SOP achieved when the D2D pair chooses the underlay mode is less than that when the D2D pair chooses the overlay mode.
Regarding the impacts of p, β and the location of D t on the ASC of the CUE, we can see from Fig. 2c that the ASC increases as the y increases, which implies that a larger distance ratio
is also beneficial for increasing the ASC. Similar to the behaviors of the SOP versus p and β, it can also be observed from Fig. 2c and Fig. 2d that the ASC always increases as β increases, while the ASC increases with p only if the ASC achieved when the D2D pair chooses the underlay mode is larger than that when the D2D pair chooses the overlay mode (i.e., μ > β).
We now examine the impacts of p, β and the ratio of the average SNR γ A,D r to the average SNR γ D t ,D r (i.e., γ A,D r γ D t ,D r ) on the performances of the D2D pair. For the scenario with r t = 1 Mbits/s and d D t ,D r = 100 m, Fig. 3 illustrates the OP and AC of the D2D pair versus p, β and γ A,D r γ D t ,D r . We can see from Fig. 3a that for a given SNR γ D t ,D r , the OP of the D2D pair increases as the SNR γ A,D r increases. This is because that, when the D2D pair selects the underlay mode, more interference is generated by the CUE at the D2D receiver D r , resulting in a lower communication rate and thus a larger outage probability. We can also see from Fig. 3a that the OP always increases as β increases for a given p and fixed SNR ratio γ A,D r γ D t ,D r , while the behavior of OP versus p is dependent on both β and γ A,D r γ D t ,D r , as can be seen from Fig. 3b . For example, the OP increases as p increases for γ A,D r γ D t ,D r = 10 dB, β = 0.5, while it decreases as p increases for γ A,D r γ D t ,D r = −10 dB, β = 1. This is due to the reason that the OP decreases as p increases if the OP achieved when the D2D pair operates in the underlay mode is less than that when the D2D pair operates in the overlay mode, i.e.,ν(β) > 1 as can be inferred from (46).
Similar behaviors of the AC versus p, β and γ A,D r γ D t ,D r can also be observed from Fig. 3c and Fig. 3d . These observations are: 1) the AC decreases as the ratio γ A,D r γ D t ,D r increases for a given γ D t ,D r due to the more interference at D r generated by operating in the underlay mode; 2) the AC always decreases as β increases for a given p and γ A,D r γ D t ,D r , while it decreases as p increases only if the AC achieved when the D2D pair operates in the underlay mode is less than that when the D2D pair operates in the overlay mode (i.e., ν < 1 − β).
C. Optimal p and β
We first study the optimal mode selection probability p * 1 and spectrum partition factor β * 1 of Problem P1. We show in Fig. 4 the objective function of Problem P1 versus p and β for A = (100 m, 100 m) and E = (0 m, 300 m). Fig. 4 includes four sub-figures with different settings of weights w c and w d and locations of D t and D r , which correspond to different cases in Lemma 4. Fig. 4a corresponds to case 1) with μ = 1.09974, ν = 0.187658, w c = 0.4 and w d = 0.6 under the scenario of D t = (0 m, 200 m) and D r = (50 m, 200 m). We can see from Fig. 4a that the maximum of the objective function is achieved at (p * 1 = 0.492404, β * 1 = 0), which matches the solution of (p * 1 = w c /(1 − ν), β * 1 = 0) in case 1) of Lemma 4. Fig. 4b corresponds to case 2) with μ = 0.770184, ν = 0.28467, w c = 0.9 and w d = 0.1 under the scenario of D t = (0 m, 170 m) and D r = (−50 m, 170 m). It can be seen from Fig. 4b that the maximum of the objective function is achieved at (p * 1 = 0.435131, β * 1 = 1), which matches the optimal solution of (p * 1 = w d /(1 − μ), β * 1 = 1) for case 2) with μ < 1 in Lemma 4. To illustrate the solutions of case 2) with μ > 1, we consider the same locations of D t and D r (i.e., μ = 1.09974, ν = 0.187658) as for case 1) and show the results in Fig. 4c for w c = 0.9 and w d = 0.1. As can be seen from Fig. 4c , the optimal p * 1 is p * 1 = 1 and optimal β * 1 can be any value in [0, 1], which verifies the solution for case 2) with μ > 1. Finally, Fig. 4d illustrates the solution in case 3) with μ = 0.552902, ν = 0.126527, w c = 0.4 and w d = 0.6 for the scenario of D t = (0 m, 150 m) and D r = (50 m, 200 m). Fig. 4d shows that the optimal solution is (p * 1 = 0, β * 1 = 0.4), which agrees with the solution of (p * 1 = 0, β * 1 = w c ) for case 3) in Lemma 4. Therefore, the above figures demonstrate the feasibility of our approach for determining the p * 1 and β * 1 of Problem P1. Next, we explore the optimal mode selection probability p * 2 and spectrum partition factor β * 2 of Problem P2. For the Fig. 5a and Fig. 5b illustrate the objective function of Problem P2 versus p and β for the settings of w c = 0.4, w d = 0.6 and w c = 0.9, w d = 0.1, respectively. We can see from Fig. 5a and Fig. 5b that for a given β, the objective function of Problem P2 is a convex function of p, and thus the optimal p * 2 that maximizes the objective function can only be either p * 2 = 0 or p * 2 = 1. For the settings of w c = 0.4 and w d = 0.6, we can see from Fig. 5a that there exist at least one β such that the value of the objective function at p = 0 is greater than that at p = 1 (i.e., the set is not empty). Thus, the optimal p * 2 in this case is p * 2 = 0. We can also verify that the optimal β * 2 shown in Fig. 5a agrees with the optimal β * 2 that maximizes the objective function for p * 2 = 0. However, for the settings of w c = 0.9 and w d = 0.1, we can see from Fig. 5b that the value of the objective function at p = 0 is always smaller than that at p = 1 (i.e., the set is empty). Thus, the optimal p * 2 in this case is p * 2 = 1 and the optimal β * 2 can be any value in [0, 1]. These observations from 5a and Fig. 5b match the results in Lemma 5 and demonstrate the feasibility of our approach for determining the p * 2 and β * 2 of Problem P2.
VII. CONCLUSIONS
This paper investigated the mode selection and spectrum partition issues in cellular networks with inband D2D communication from the physical layer security (PLS) perspective. In particular, we developed a theoretical framework for the performance modeling and optimization of both cellular users (CUEs) and D2D pairs. The results based on a case study indicated that the PLS performances of the CUE and D2D pair can be flexibly controlled by mode selection and spectrum partition. For example, we can reduce (resp. increase) the secrecy outage probability (resp. average secrecy capacity) of the CUE by allocating more spectrum to the CUE, but such PLS performance improvement of CUE usually comes with the cost of an increased outage probability (resp. reduced average capacity) of the D2D pair. On the other hand, the mode selection of D2D pair has a complicated impact on the PLS performance of CUE and reliable communication performance of D2D pair, which is heavily dependent on the setting of spectrum partition and the spatial distribution of network users. This paper considers a relatively simple case study with one CUE and one D2D pair. To better demonstrate the application of the theoretical framework and also to provide more insights into the system, we will consider the performance evaluation for the case with two CUEs and two D2D pairs in our future work.
